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Algorithmic governance must take a crucial urban turn in light of the swift shift 
from data-informed smart cities to autonomously adaptive artificial intelligence 
(AI) cities. Although there are international frameworks for AI ethics, they do not 
address the systemic, infrastructural, and spatial issues that arise when deploying 
AI at the city level. By presenting urban settings as dynamic ethical subjects rather 
than passive technology nodes, this article expands the conceptual paradigm of 
the Ethical AI City. We identify key vulnerabilities in existing smart-city cyber-
physical systems by analyzing growing systemic occurrences ranging from 
algorithmic bias and autonomous car failures to mass surveillance. We contend 
that integrating ethical protections directly into intelligent public infrastructure is 
necessary to ensure democratic resilience, equality, and spatial justice. Lastly, we 
suggest a socio-technical roadmap that leverages cross-sectoral governance 
models, transparent algorithmic audits, and participatory design. This framework 
provides actionable insights for urban planners, system engineers, and 
policymakers designing the next generation of resilient, equitable, and 
sustainable cities. 
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1. Introduction: The Strategic Shift from Smart to AI Cities 

The urban landscape around the world is undergoing a profound change in how people and 
technology interact. It is moving from the “Smart City” model, where Information and 
Communication Technologies (ICT) are gradually used to enhance government efficiency, to the “AI 
City,” where Artificial Intelligence (AI) drives governance, predictive maintenance, and spatial 
organization [12,33,37,70]. This shift toward AI-driven urbanism extends beyond mere data 
collection to include highly customized services and algorithms that can forecast crises. This 
necessitates a complete reorganization of ethical considerations [13,33,94]. 

This transition is particularly significant in the South Korean context, where the government has 
articulated a national ambition to become one of the world’s top three global AI leaders [77]. In 
pursuit of this goal, the government is advancing a new strategic direction toward AI cities, building 
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on its longstanding leadership in smart city development. Key initiatives, including the establishment 
of a central government-led “AI City” Task Force [95], the launch of the AI City R&D Program [76], 
and the announcement of AI City pilot projects [96], reflect ongoing efforts to develop and 
institutionalise a world-leading model for AI Cities [96]. While these initiatives demonstrate strong 
institutional commitment, parallel discussions on ethical governance and societal implications at the 
city scale remain relatively underdeveloped, thereby revealing a significant gap in ethical oversight 
in the development of AI cities. 

Korea’s National AI Ethics Guidelines [97] and the recently enacted Framework Act on AI [124], 
together with the Organization for Economic Co-operation and Development (OECD) AI Principles 
[113] and the European Union (EU) AI Act [51], are examples of current AI ethical benchmarks that 
establish important principles but do not fully address the challenges of AI-enabled urban service, 
infrastructure, and city-scale governance [15]. The “black-box” nature of AI reduces cities’ resilience, 
increasing risks from minor disruptions to major calamities [116]. This article presents the “Ethical AI 
City” as a governance paradigm that expands Henri Lefebvre’s “Right to the City” to encompass 
algorithmic co-creation and spatial equity [82,132]. 

1.1 The Urban Turn in AI Ethics 

The “Urban Turn” distinguishes traditional AI ethics, which prioritizes individual rights and 
societal implications, from urban informatics, which focuses on communal spatial justice [151]. 
Widely recognized AI ethics frameworks, such as Fairness, Accountability, and Transparency (FAT), 
primarily address individual-level concerns, including personal biases, accountability, and 
transparency. However, urban ethics must also encompass the protection of city infrastructure, 
public platforms, and interrelated data ecosystems [94]. This shift makes the city an ethical entity, 
challenging the placelessness of digital technologies and grounding them in local geographies and 
power systems [72]. 

The “Urban Turn” concept advanced in this paper is distinct from prior contributions to smart city 
ethics in three key respects. First, whereas foundational smart city ethics scholars such as Kitchin [72] 
and Mattern [94] critique smart city ideology from a social science perspective exposing surveillance 
capitalism, corporate solutionism, and data extractivism they do not systematically theorize the city 
as an ethical subject with its own governance architecture and spatial agency. The “Urban Turn” takes 
this further by positioning the city as an active moral actor whose infrastructural systems, public 
platforms, and spatial configurations instantiate ethical commitments (or fail to). Second, prior AI 
ethics frameworks, including the widely cited FAT literature (e.g., [10,46,152,153]) and AI governance 
frameworks such as the OECD AI Principles and the EU AI Act, primarily operate at the level of 
individual rights, dataset properties, and algorithmic outputs. The “Urban Turn” argues that these 
frameworks are categorically insufficient for city-scale AI deployment, where the unit of ethical harm 
is not the individual algorithmic decision but the systemic, cumulative spatial effect of thousands of 
interconnected AI decisions on urban form, mobility, housing, and public life. Third, by grounding its 
ethical analysis in Lefebvre's [82] concept of the Right to the City, this paper insists that algorithmic 
co-creation of urban space is a political right, not merely a technical or regulatory problem. This 
distinguishes the “Urban Turn” from technocratic smart city governance approaches and aligns it 
with participatory urban design and spatial justice traditions [52,85,132]. 

Critically, the “Urban Turn” is not merely a conceptual reframing: it carries direct implications for 
urban design practice and the physical form of cities. Ethical AI governance shapes how cities look, 
feel, and function spatially. Algorithmic Transparency affects how intelligible urban infrastructure 
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sensor arrays, automated systems, data collection nodes is to residents as they navigate everyday 
street environments. Accountable Governance determines who controls decisions about land use, 
zoning, and public-space allocation in AI-enabled districts, including Songdo International Business 
District (Songdo IBD) and future AI pilot cities envisioned under MOLIT’s 2026 programme. Structural 
equity directly conditions whether AI-optimized mobility systems serve or bypass low-income 
neighborhoods, and whether the design of smart districts produces inclusive or exclusionary spatial 
and economic outcomes [134,158]. The Quality of Life-Privacy Balance governs the extent to which 
ubiquitous CCTV, facial recognition, and Internet of Things (IoT) sensor networks embedded in 
building facades, streetscapes, and public plazas enhance or degrade the sense of place and civic 
comfort. Fair AI Economy principles determine whether the economic value generated by AI data 
centers and platform economies is reinvested in urban infrastructure or extracted by private actors. 
Urban designers engaging with AI cities must therefore treat ethical governance not as an external 
regulatory constraint, but as an intrinsic dimension of the design brief one that shapes street 
sections, building programs, public-space typologies, and the governance structures of smart districts 
from the outset. The following table 1 distinguishes between individual- and city-scale ethics. 

 
Table 1 
Differing Individual vs. City-Scale Ethics 

Criterion Individual & Society Lens City Lens (The Urban Turn) 
Ethical Subjects Individuals, users, vulnerable groups City systems, public platforms, urban 

data 
Key Questions How does AI affect personal rights 

and society? 
How does AI reshape urban systems, 
governance and spatial conditions? 

Data Structure Personal data, behavioral patterns, 
consumer profile 

Large-scale urban data (e.g., CCTV, 
IoT networks, sensor infrastructure) 

Accountability Actors Users, private companies, 
tech/platform firms 

Municipalities, agencies, and 
infrastructure operators 

Volume of Impact Personal injustice, bias, social 
exclusion 

Systemic collapse, urban inequality, 
distrust 

Note. Author’s adaptation and synthesis based on Mattern [94] and Batty [12] 
 

1.2 Urbanism Beyond Frankenstein 

Federico Cugurullo’s “Frankenstein Urbanism” compares experimental cities to Shelley’s 
monster: ambitious but flawed creations that escape control and prioritize corporate interests over 
human needs [38]. In eco-cities like Masdar City (Abu Dhabi, UAE), green technologies promise 
sustainability but often result in elitist enclaves with rebound effects that exacerbate inequality 
[27,38]. Smart city solutionism worsens this by deploying siloed technologies like IoT sensors that 
emphasize efficiency metrics and data monetization by companies like IBM, at the expense of public 
welfare and enabling surveillance [63,139]. This leads to systems that invade privacy and widen social 
and digital divides, such as biased algorithmic policing in disadvantaged areas [72]. 

The AI City amplifies risks by embedding opaque neural networks into decision-making, 
threatening democracy without participatory governance [26,159]. Black-box AI could produce unfair 
outcomes, such as prioritizing corporate logistics over community access, unless citizens collaborate 
in workshops to ensure inclusivity and transparency [28,90]. Nordic examples, such as citizen-centric 
data governance initiatives in Helsinki and other Finnish cities, demonstrate that ethical AI can build 
trust by allowing public input into data policies [90]. 
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AI cities possess autonomous agency (the ability to make independent decisions), swarm 
intelligence (the ability to coordinate AI agents for tasks like disaster response), and generative 
capacities (the ability to create adaptive designs). This enables cities to evolve in novel ways but risks 
excluding people [11,43]. Hybrid models that combine technology and participation can foster 
inclusive cities [11]. 

1.3 The Paradigm Shift: Automation vs. Autonomy 

Smart systems automate rule-based tasks with human oversight. For example, programmed 
traffic lights in cities like Pittsburgh reduce delays by 25% [135]. However, these systems struggle 
with unpredictable scenarios [11,12]. AI shifts to autonomy, enabling probabilistic and adaptive 
actions in unstructured environments such as self-driving vehicles interpreting social cues or 
algorithms predicting floods from real-time data [11,70,140]. In urban planning, automation handles 
routine tasks, while autonomy learns and innovates. For instance, AI-optimized urban systems in 
Singapore predict needs [37,74]. This requires ethical constraints for manageability, defining 
objectives like “minimize latency at the lowest cost” to support human collaboration within resilient 
ecosystems [11,94]. Table 2 illustrates the paradigm shift from Smart City to AI City. 

 
Table 2 
 Smart City vs. AI City Paradigms 

Feature Smart City Paradigm AI City Paradigm 
System Integrated Monitoring Platform AI enabled / personalized AI agent 
Goal Efficiency / Productivity Adaptability / Flexibility 
Means Automation Autonomy 
Core Function Data Collection & Monitoring Prediction, Adaptation, & Action 
Human Role Decision-Maker (Data-Informed) Supervisor / Human-on-the-Loop 
Decision Logic Rule-Based / Deterministic Probabilistic / Neural / Generative 
Temporal Scale Retrospective / Real-Time Predictive / Pre-emptive 
Key Risk Surveillance / Privacy Breach Loss of Agency / Systemic Fragility 

Note. Author’s adaptation and synthesis based on Batty [12], Cugurullo [37], Barns [11], and Jang [70]. 
 

2. Chronology of Failure: Analyzing Systemic Risks in Urban AI Systems 

The systemic failures of AI systems worldwide stem from recurring structural weaknesses that 
become especially challenging at the urban scale. These include accountability gaps (where 
responsibility for harm diffuses across developers, operators, and regulators), algorithmic bias (which 
reproduces societal inequalities), algorithmic transparency deficits (black-box decisions that obscure 
outcomes and erode public trust), infrastructural fragility (single points of failure in critical services), 
surveillance-privacy risks, and power concentration (over-reliance on a few tech providers). 

The table 3 below focuses on AI deployments and governance controversies at the urban scale. 
The cases were primarily identified through the AI Incident Database1 and the OECD AI Incidents 
Monitor (AIM)2.Two publicly accessible repositories document real-world AI failures and governance-
related harms across sectors and jurisdictions. Because they encompass AI incidents across diverse 

 
1 An open-source, community-led database that collects and classifies reports of AI-related failures, harms, and safety 

issues to promote transparency and inform responsible AI development. Website: https://incidentdatabase.ai/ 
2 A monitoring system developed by the OECD to track global trends in AI incidents, providing data-driven insights on 

safety, ethical risks, and impacts for policymakers and researchers. Website: https://oecd.ai/en/incident-monitor 
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domains, cases were screened for relevance to urban systems and for demonstrated impacts on 
urban governance, public services, mobility, public safety, and city residents. 
 
Table 3  
Chronology of AI-Related Urban Incidents and Governance Controversies 

Incident / urban system Core ethical risk Impact on public trust 
2016–2020: Los Angeles PredPol 
/ predictive policing programs 

Algorithmic bias; feedback 
loops; weak transparency 

Critiques that historical policing data reproduced 
over-policing in already surveilled neighbourhoods 
contributed to program abandonment and broader 
scepticism toward predictive policing. 

2016 and 2018: autonomous-
vehicle fatalities in public 
roadways (Tesla Autopilot; Uber 
ATG) 

Accountability gap; safety-
case failure; human-
machine responsibility 

Fatal crashes showed that automated mobility 
failures are urban public-safety issues, not only 
product-liability events. 

2020–2024: Detroit police facial-
recognition false arrests 

Racial bias; automation 
bias; due-process failure 

Wrongful arrests of Black residents damaged trust 
in police AI and led to litigation, audits, and stricter 
local governance requirements. 

2021–2024: Chicago ShotSpotter 
acoustic gunshot detection 

Surveillance, reliability, 
and racialized deployment 

High false or unverified alert burdens and 
concentrated deployment in minority 
neighborhoods undermined community trust and 
intensified calls to cancel or restrict the system. 

2021–2023: Rotterdam 
municipal welfare-fraud risk 
scoring 

Algorithmic discrimination; 
opacity in public services 

Risk scoring disproportionately flagged migrants, 
single mothers, and vulnerable residents, 
weakening trust in automated welfare 
administration. 

2023: San Francisco Cruise 
robotaxi pedestrian-dragging 
incident 

Safety failure; incomplete 
incident reporting; private-
platform accountability 

Regulatory suspension and national service pause 
showed that city governments need enforceable 
incident disclosure, audit access, and emergency 
protocols for autonomous fleets. 

2023–2024: robotaxis blocking 
emergency response and urban 
traffic in San Francisco 

Infrastructural fragility; 
coordination failure 

Stalled vehicles and emergency-service 
interference raised doubts about whether private 
autonomous fleets were adequately integrated 
with city operations. 

2025: New Orleans live facial-
recognition camera network 
controversy 

Surveillance creep; 
procurement opacity; 
local-law compliance 

Reports that police used a privately operated real-
time facial-recognition network despite local 
restrictions intensified concerns about democratic 
oversight of urban AI surveillance. 

2025: Baltimore County school 
AI gun-detection false alarm 

False positives; escalation 
risk; child and civil-rights 
harms 

A student was handcuffed after an AI camera 
reportedly misread a snack bag as a weapon, 
demonstrating how automated safety systems can 
rapidly convert model error into embodied harm. 

2025: expanding live facial-
recognition deployments in city 
centers (e.g., Liverpool/London) 

Privacy, proportionality, 
and bias concerns 

Large-scale public-space identification systems 
normalized continuous biometric surveillance and 
renewed debate over consent, redress, and equal 
treatment in smart cities. 

Note. Author’s adaptation and synthesis based on the AI Incident Database and OECD AI Incidents Monitor 

 
These cases demonstrate that urban AI failures are rarely isolated technical glitches; they 

systematically amplify existing societal fault lines at the city scale. Rather, they reveal systemic 
governance challenges that emerge when AI systems are integrated into complex urban 
environments. Accountability remains elusive when legal frameworks and procurement contracts 
cannot keep pace with privately operated autonomous systems. Bias persists because training data 
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and operational data reflect historical inequities. Fragility increases when AI is tied to mobility, 
emergency response, schools, policing, or public-benefit systems. Surveillance erodes civil liberties, 
and power concentrates in vendors whose incentives may conflict with long-term public 
accountability. 
 

3. Methodology: A Decolonial Qualitative Systematic Literature Review 

This study employs a systematic qualitative literature review (SLR) to interrogate the ethical 
challenges of AI-driven urbanism, using Songdo International City (hereafter, Songdo), South Korea, 
as an illustrative case, with particular attention to the smart city governance of Songdo IBD and IFEZ. 
Rather than a conventional aggregative review that seeks to summarize “what works,” this is an 
interpretive, configurative synthesis [57]: its purpose is theory-building, generating conceptual 
insight that equips urban governments to adopt proactive, human-centered AI governance rather 
than reacting to technological momentum after harms occur. 

The review is explicitly framed through a decolonial research lens. Global smart city discourse and 
the more recent AI City narrative emerging in Korean policy since 2025 have been disproportionately 
shaped by technology firms, consultancies, and research institutions that embed assumptions about 
efficiency, datafication, and technological solutionism as universally desirable and beneficial 
outcomes [98,103]. A decolonial framework treats these assumptions as situated rather than neutral, 
and directs analytic attention to questions a mainstream review would leave implicit: whose 
knowledge counts as evidence, whose harms are rendered visible, who is positioned as the designer 
versus the governed, and how imported smart-city models reproduce extractive or hierarchical 
relations in a Korean context [9,121]. This reframing matters analytically because Songdo was 
conceived in part as a globally exportable, corporate-partnered model city; reading it through a 
decolonial lens exposes the power asymmetries that a purely technical or efficiency-oriented 
evaluation would naturalize. 

3.1 Rationale for the Songdo Case 

Songdo was selected as a case through purposive, critical-case sampling for four compounding 
reasons. First, it is paradigmatic: as South Korea’s most extensively documented purpose-built smart 
city, developed under the u-City and smart city frameworks and anchored by the Songdo IBD, it serves 
as both a national flagship and a reference point for subsequent AI City policy discussions [88,95]. 
Second, it is a critical case for anticipatory ethical governance: even if Songdo itself has relatively few 
documented AI-harm incidents, it concentrates the structural conditions this paper theorizes 
accountability gaps, privacy concerns, infrastructural fragility, public-private dependence, and 
platform governance making it an analytically productive site for testing the explanatory reach of the 
Ethical AI City Framework [127]. Third, it is institutionally proximate: the research team is based at 
the University of Utah Asia Campus in Songdo, affording situated access to planning documents and 
local discourse a positionality the decolonial frame requires us to declare rather than treat as a 
neutral vantage (see Section 3.5). Fourth, it is temporally relevant: as Korea has moved from smart 
city policy toward explicit AI City initiatives since 2025, Songdo’s trajectory offers actionable lessons 
for live design and governance decisions. The case is therefore diagnostic rather than illustrative 
selected not because Songdo is already an incident-rich AI City, but because its documented smart-
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city experience exposes the structural conditions that an Ethical AI City Framework must confront 
[133,134]. 

3.2 Review Protocol and Search Strategy 

Following established SLR conventions adapted for qualitative synthesis [21,119], a review 
protocol was defined in advance specifying research questions, search sources, eligibility criteria, and 
the analytic approach. Searches were conducted across Web of Science, Scopus, and Google Scholar, 
supplemented by purposive grey-literature and primary-source searches in the AI Incident Database 
and OECD AIM, major Korean urban planning journals, the MOLIT Smart City portal, and reputable 
news archives (e.g., Reuters, The Guardian, BBC). 

Search terms combined: “smart city ethics,” “urban AI governance,” “algorithmic bias cities,” 
“Songdo smart city,” “responsible AI urban,” “urban AI failure,” “surveillance capitalism cities,” and 
“digital twin urban ethics.” The search window was 2008–2025 for smart city and u-City literature, 
with 2008 chosen to capture the emergence of Korea’s formal u-City legal framework. The keyword 
“AI City Korea” was applied only to 2025 materials, because explicit AI City policy narratives emerged 
later than the broader smart city literature. 

The corpus spanned three intersecting evidence streams: (i) Songdo-specific materials official 
planning reports, feasibility studies, and evaluation documents from IFEZ and New Songdo 
International City LLC (NSIC), materials related to the IFEZ Smart City Operation Center, and corporate 
documentation on Songdo IBD managed services (e.g., Cisco), and academic and media case studies; 
(ii) global AI failure chronologies technical reports, the AI Incident Database, investigative journalism, 
government audits, and academic analyses of urban AI incidents; and (iii) ethical AI and smart city 
governance literature policy frameworks, white papers, Korean-language journal articles, and 
scholarly critiques of accountability, bias, transparency, privacy, infrastructural fragility, and power 
concentration in AI urban systems. 

3.3 Screening and Eligibility 

The initial corpus comprised approximately 120 records. Documents were included if they 
satisfied all three criteria: (1) direct relevance to AI or ICT governance in urban contexts; (2) 
engagement with at least one core ethical dimension (accountability, bias, transparency, privacy, 
fragility, or power concentration); and (3) availability in full text via open academic databases or 
official institutional sources. Documents were excluded if they (a) addressed AI ethics solely at the 
individual or national level without urban application; (b) were superseded by later policy editions; 
(c) were duplicates or near-duplicates; or (d) could not be independently verified for provenance. 
Screening reduced the corpus from 120 to 68 documents; this flow is reported in a PRISMA-style 
diagram (Figure 1), which presents counts of identification, screening, eligibility, and inclusion. 
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Fig. 1 PRISMA-style flow diagram of document selection 

3.4 Analytical Procedure: Critical Thematic Synthesis 

Included documents were analyzed through thematic synthesis [143], conducted in four 
interpretive passes adapted from Bowen [23]: (1) skimming for relevance, (2) close reading and 
analytic memo-writing, (3) line-by-line and document-level coding, and (4) synthesis of descriptive 
codes into higher-order analytic themes. Coding was inductive but read against a critical-decolonial 
sensitizing framework, so that each emergent theme accountability gaps, algorithmic bias, 
infrastructural fragility, surveillance and privacy erosion, and power concentration was interrogated 
not only for its presence but for its distributive logic: who benefits, who bears the risk, and whose 
knowledge the source treats as authoritative. 

Constant comparison across the three evidence streams continued until theoretical saturation, 
operationalized as the point at which additional documents yielded no new analytic codes [84]. In 
practice, saturation was reached after roughly 55 documents; the remaining 13 were reviewed to 
confirm consistency. A reflexive audit trail of coding decisions and analytic shifts was maintained 
throughout. A manual approach was chosen over CAQDAS to enable deeper interpretive engagement 
with the texts. 

 
3.5 AI Support and Researcher Reflexivity 

Given the paper’s focus on AI ethics, the use of AI-assisted tools during the research is disclosed 
for transparency. The primary AI tool during the initial review stage was Grok 3 (xAI, via Grok.com, 
February–March 2026); ChatGPT (GPT-4o) was used to cross-check AI-generated summaries for 
consistency. AI assistance was confined to: (1) generating initial keyword combinations; (2) producing 
preliminary summaries of lengthy policy documents, subsequently read in full by the researcher; (3) 
first-pass translation support for Korean-language policy excerpts, later verified by a Korean-
proficient co-author. All AI outputs were treated as draft material subject to mandatory human 
verification, with every AI summary cross-referenced against its source; any discrepancy resulted in 
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the output being discarded and the passage rewritten from the primary source. The following were 
performed exclusively by human researchers: inclusion/exclusion decisions, thematic coding, 
interpretive analysis, theoretical framing, synthesis of the Ethical AI City Framework, source 
selection, and all substantive scholarly judgements. 

4. The Ethical AI City Framework: A Multidimensional Model 

The Ethical AI City Framework integrates responsible AI principles into city governance, moving 
beyond mere compliance checklists. It transforms key ideas about fairness, accountability, and 
transparency into practical steps that cities can implement [117,164]. This framework recognizes 
cities’ critical role in addressing broader ethical issues and risks, especially where unchecked AI 
systems could lead to privacy violations or disputes over decisions. 

At its core, the framework includes six interconnected pillars that tackle specific risks associated 
with AI-enabled urban systems. These pillars function as a system to ensure adaptability across 
different city types, whether newly built smart cities or legacy ones adapting to new technologies 
[26,102]. Implementing this framework involves engaging stakeholders including city officials, 
residents, and businesses to align AI with values of fairness and democracy. Each pillar addresses key 
risks, providing examples and policy suggestions for effective urban AI governance. 

4.1 Algorithmic Transparency 

Algorithmic transparency aims to ensure that the collection, use, and sharing of urban data, 
together with the AI algorithms that shape decision-making processes, are visible and 
understandable to citizens and other stakeholders. As cities increasingly rely on AI to support 
decisions in areas such as land-use planning, participatory urban planning, and urban environment 
monitoring, it becomes essential that citizens understand what data are being collected, how AI 
algorithms use those data, and which institutions have access to them [14,19,33]. Without such 
transparency, AI-enabled systems risk operating as opaque infrastructures beyond democratic 
scrutiny [4,6,25]. 

The importance of transparency became widely recognized following the 2018 Facebook-
Cambridge Analytica data privacy scandal, which revealed how large-scale data harvesting and 
algorithmic profiling could influence political processes. More broadly, the scandal exposed the risks 
associated with the secondary use of personal data beyond its original purpose and without 
meaningful public awareness or consent, as evidenced by practices such as facial recognition in public 
spaces, AI-based workplace monitoring, and the algorithmic evaluation of employee performance 
[3,65]. These cases highlight the risks of data misuse and underscore the need for greater 
transparency in data and algorithm governance, providing citizens with clearer visibility into how data 
and algorithms are collected, processed, shared, and deployed in systems that shape public 
outcomes and urban decision-making. 

Initiatives such as Helsinki’s AI Register and Amsterdam’s Algorithm Register provide greater 
transparency regarding how algorithms are used in public services and urban decision-making 
[34,35]. 

In Songdo, for example, extensive AI CCTV deployment and sensor-based urban management 
systems rely on large volumes of data to operate effectively. Greater transparency would allow 
residents to understand how these systems function, what data they rely on, and how that 
information is used in decision-making processes. 
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4.2 Accountable Governance 

This principle establishes clear governance guidelines for the responsible use of AI in cities. AI is 
increasingly being employed in public administration for tasks such as policy prediction, fraud 
detection, and resource allocation [8,150]. Yet in many cases, public authorities are not required to 
disclose how, where, or for what purposes AI algorithms are used. As AI deployment expands 
particularly with the growing use of generative AI opaque black-box algorithms may undermine due 
process by obscuring decision-making logic and procedural mechanisms from affected individuals 
and oversight bodies [5,25,128]. 

The Netherlands’ SyRI (System Risk Indication) welfare monitoring system provides a notable 
example of the risks associated with opaque algorithmic governance. Municipalities used algorithmic 
profiling to identify potential welfare fraud, yet some residents were labeled “high risk” without 
explanation, triggering protests and a court ruling that struck down the system for violating human-
rights protections [110,148]. Similar concerns have been observed in the Arkansas Medicaid 
allocation algorithm, which reportedly reduced care services for vulnerable beneficiaries, and the UK 
welfare fraud detection algorithm, which faced criticism for potentially discriminating against people 
with disabilities [22,80]. Such opacity arising from the deployment of AI systems without legitimate 
due process can weaken public trust and contestability in urban governance. In Songdo, the 
automated waste system prioritizes engineering efficiency over procedural fairness. The lack of 
administrative appeal mechanisms denies residents the due process to challenge automated 
operational rules, effectively sidelining democratic participation [161]. 

To operationalize accountable governance, cities can introduce enforceable mechanisms such as 
algorithmic impact assessments, AI ethics boards, and public AI registries throughout the AI system 
development and deployment process, as demonstrated by Helsinki’s AI Register [35]. 
Institutionalizing these governance practices from the outset can help build public trust and ensure 
accountability in AI-driven urban systems. 

4.3 Accountability Chain 

This pillar addresses the growing challenge of establishing clear lines of liability and responsibility 
when AI system failures, errors, or faulty actions cause harm to people, property, or economic 
interests in urban environments. Beyond the widely discussed autonomous vehicle incidents 
involving Tesla, Uber, and Waymo, comparable challenges are also becoming evident in service 
robots and AI-enabled public systems. AI-related incidents have included robots causing injuries or 
property damage, AI surveillance and decision-support systems contributing to wrongful 
enforcement actions, such as false penalties or arrests, and AI-generated misinformation triggering 
unnecessary emergency responses, such as school lockdowns and emergency dispatches [2,20,154]. 

As AI becomes more deeply embedded in urban systems, cities are likely to encounter a growing 
number of AI incidents in which responsibility is shared among developers, operators, public 
agencies, and regulators, yet remains poorly defined, creating new governance and liability 
challenges. When responsibility remains unclear, public trust can erode, turning technical failures 
into broader urban social conflicts, as seen in public backlash and vandalism targeting robotaxi 
services in San Francisco, while leaving affected individuals with limited avenues for redress [71,126]. 
The December 2024 collision in Songdo, involving a remotely operated delivery robot, illustrates the 
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breakdown of the accountability chain, as the blurred line between autonomous logic and human-
in-the-loop control obscures liability and complicates the due process for affected citizens [67]. 

Addressing AI-related risks requires a clear liability and accountability framework that allocates 
responsibilities across the AI lifecycle and ensures oversight, transparency, and redress mechanisms 
for affected residents [24]. Cities should establish protocols for documenting, auditing, and accessing 
operational data to identify responsible actors and investigate system failures. Tools such as AI 
decision logs, audit trails, smart contracts, and blockchain-based tracking can enhance traceability 
and accountability. Canada’s Directive on Automated Decision-Making offers a useful model by 
requiring documentation and logging of AI decisions for accountability [144]. Such measures can 
strengthen urban resilience by improving cities’ capacity to monitor, investigate, and respond to AI-
related failures. 

4.4 Structural Equity and Inclusion 

This pillar addresses the risks of algorithmic bias, data deserts, and representation gaps, which 
reinforce structural inequalities and undermine spatial justice. 

AI applications such as résumé screening, facial recognition, and welfare automation often 
reproduce historical biases embedded in training data, reinforcing existing social, economic, and 
spatial inequalities. Such outcomes contribute to what scholars describe as a “data divide” that 
compounds the traditional digital divide [10,17,41,50]. Structural inequities may arise not only from 
biased data but also from the absence of data itself. These “data deserts” emerge when certain 
populations or places generate insufficient data to be meaningfully represented in AI-driven decision-
making processes [17,78,125]. Examples may include temporary residents, informal economies, 
marginalized communities, or complex ecological systems. As cities rely on data-intensive 
governance, those with data scarcity risk receiving less policy attention and reduced visibility in urban 
decision-making. 

Even with data, structural inequities can persist if certain actors, interests, or impacts remain 
underrepresented in decision-making processes. Representation gaps occur when available data are 
systematically underweighted, overlooked, or excluded from AI-driven governance systems. AI 
systems prioritize measurable datasets while marginalizing hard-to-quantify values, including 
ecological systems, future generations, international residents, and other non-human stakeholders 
[16,79,157]. Consequently, AI cities may reinforce inequalities not only through biased data or data 
scarcity but also through the systematic exclusion of diverse perspectives. 

An ethical AI city must therefore move beyond algorithmic fairness to recognize representation 
as a fundamental governance challenge. If appropriately designed and governed, AI can amplify the 
voices of those who have traditionally been fragmented, underrepresented, or excluded from urban 
governance [7]. This includes not only diverse human groups such as international residents in 
Songdo but also environmental systems and emerging urban actors such as robots and AI-enabled 
infrastructures [156,162]. Ultimately, AI-enabled urban governance should move beyond a 
technocratic reliance on data, acknowledging that all data is partial and value-laden. By critically 
compensating for these inherent flaws, cities can evolve from mere data-driven efficiency toward an 
inclusive architecture that fosters more equitable and adaptive urban futures. 
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4.5 Quality of Life-Privacy Balance 

This pillar addresses the growing tension between citizen welfare and the protection of personal 
privacy in AI-driven smart city systems. The same data fusion that enables citizen welfare through 
predictive and personalized services can foster pervasive surveillance and “function creep,” in which 
urban data becomes a tool for eroding civil liberties [39,48,53,72]. 

This concern is already evident in AI-enabled social care services. Examples include Seoul’s IoT-
based care services for older adults living alone, Singapore’s Smart Elderly Monitoring System (SEMS), 
and the EU’s Ambient Assisted Living (AAL) programme. These initiatives leverage residential sensors 
and behavioral data to detect signs of distress and deliver proactive welfare interventions [18,45,83]. 
Similar approaches are being implemented in Songdo through Incheon’s IoT Safety and Care Service 
(in-home activity sensors for older adults), Care Plug Service (utility consumption monitoring), and AI 
Safety Check Service (utility consumption monitoring) to support vulnerable populations and enable 
preventive care [68,69]. 

Toronto’s Sidewalk Labs smart district project ultimately collapsed despite its promise to enhance 
urban quality of life through data-driven services, sustainable infrastructure, and personalized urban 
experiences. Public opposition emerged over the extensive collection of personal and behavioral 
data, unresolved questions regarding data ownership and control, and the lack of transparent 
governance mechanisms to ensure meaningful public oversight [61]. The case illustrates that 
improvements in urban livability and service personalization cannot be pursued at the expense of 
privacy and individual autonomy. 

To mitigate these risks, this pillar advocates governance mechanisms that safeguard personal 
data while balancing public safety and AI-enabled personalized urban services. Approaches such as 
anonymized data flows, consent-based data governance, and differential privacy techniques can 
reduce risks of mass surveillance [40]. Embedding such privacy protections into urban AI governance 
is essential to ensure that smart city technologies enhance urban life without undermining civil 
liberties. 

4.6 Fair AI Economy 

This pillar addresses the risk of economic power concentration and uneven value distribution 
within AI-driven urban economies [31,145]. 

Historical experiences with technology-led urban development suggest that concentrated 
investments often generate uneven economic outcomes across and within cities. New towns, 
innovation districts, and smart city initiatives have frequently enhanced economic opportunities and 
quality of life in selected locations while contributing to disparities between core and peripheral 
areas [62,89,101,127]. Songdo, for example, illustrates how strategic investments in advanced 
infrastructure can create significant economic advantages for specific districts while raising concerns 
about uneven regional development [160]. Similar dynamics may emerge in the AI era. Investment, 
innovation activities, and high-skilled employment are likely to concentrate in locations with AI 
infrastructure and strong digital connectivity, while less-connected areas may decline relatively [108]. 
As a result, disparities in access to AI infrastructure and AI-enabled industrial development may 
reinforce existing inequalities and create new economic divides among cities and regions. 

At the same time, cities must contend with the growing influence of global digital platforms on 
local economies. AI algorithms embedded within dominant platforms may also distort local market 
dynamics and strengthen platform market power [104,131]. Algorithmic pricing systems employed 
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by platforms such as Zillow, RealPage, and Airbnb have been linked to rent inflation, speculative 
behavior, and increased volatility in local housing markets [1,55,66]. These effects can extend beyond 
housing by influencing investment patterns, affordability, and broader urban economic conditions. 

Together, these developments highlight the need for AI city governance frameworks that address 
not only technological innovation but also the equitable distribution of economic value [54]. In 
response, this pillar proposes governance mechanisms aimed at ensuring that AI-driven productivity 
gains are shared equitably across places and sectors. These include conceptualizing AI data centers 
as digital commons collectively governed computational infrastructures that support shared access 
to AI capabilities and fairer AI value distribution as well as strengthening institutional capacities to 
monitor and regulate the economic impacts of AI-driven platform economies. Through these 
measures, cities can foster more inclusive and spatially balanced AI-enabled economic development. 

To visualize the framework’s interconnected nature, Figure 2 depicts a hexagonal model in which 
the central “Ethical AI City” hub connects to the six pillars, illustrating their mutual reinforcement. 
This structure emphasizes that the isolated adoption of a single pillar (e.g., transparency without 
accountability) is insufficient; full integration is required to address urban-scale risks holistically. 

 

Fig. 2. The Ethical AI City Framework: six interconnected pillars 

Note. The outer circular arrows represent a continuous governance feedback loop and mutual reinforcement among the 
six pillars rather than a fixed causal sequence. 

 
Urban designers can apply this framework at multiple scales of practice. At the district scale as in 

Songdo or forthcoming Korean AI pilot cities the framework can serve as a design brief checklist: does 
the street environment embed transparency through accessible sensor data displays or community 
data dashboards? Does the proposed spatial layout enable accountable governance through legible 
infrastructure? Does the mobility network reflect structural equity, ensuring equal access across all 
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socioeconomic groups? At the building and block scale, architects and designers can apply the Quality 
of Life-Privacy Balance pillar when specifying the placement and coverage of surveillance systems, 
ensuring that camera fields of view are documented and subject to public consent mechanisms. The 
Fair AI Economy pillar has direct implications for land-use programming: ethical AI Cities should resist 
single-use data-center zones that generate value without local redistribution, instead integrating 
productive uses that create local employment and public amenity. The Accountability Chain pillar 
translates into design documentation practices requiring that AI systems embedded in public 
infrastructure (traffic signals, waste systems, emergency response networks) are subject to auditable 
logs and clearly designated operator responsibility, mapped against the spatial assets they govern. In 
practice, urban designers working on AI City projects should insist on governance annexes to design 
briefs that specify: which AI systems will be deployed; who is responsible for each system; how 
residents can contest AI-driven decisions affecting their built environment; and how algorithmic 
impacts on spatial equity will be monitored over time. 

 
5. Conclusion 

The purpose of this paper is to draw attention to a growing yet underexamined reality: as cities 
transition from smart city models toward increasingly autonomous AI cities, the scale and complexity 
of ethical risks may be substantially greater than current policy discussions suggest. This study argues 
that integrating AI into urban systems requires an explicit urban turn in AI ethics. To address this gap, 
this paper proposes a six-pillar Ethical AI City Framework consisting of algorithmic transparency, 
accountable governance, accountability chains, structural equity and inclusion, quality-of-life–
privacy balance, and a fair AI economy. The framework extends AI ethics beyond individual systems 
and users to the urban scale, where AI systems interact with complex socio-technical infrastructures 
and influence the distribution of opportunities, resources, risks, and public value. 

The framework is not intended solely as a retrospective assessment tool, but as a proactive 
governance instrument to anticipate and mitigate emerging urban AI risks. As cities increasingly 
embed AI into public infrastructure, mobility systems, urban management, and service delivery, the 
absence of systematic ethical evaluation may expose urban systems to a progression of risks. In the 
short term, operational failures, service disruptions, and accountability ambiguities may emerge. 
Over time, these challenges may evolve into broader sociotechnical concerns, including algorithmic 
bias, exclusion, and declining public trust. In the longer term, increasing dependence on AI systems, 
concentration of decision-making power, and reduced democratic oversight may create structural 
vulnerabilities at the urban scale. The current stage of AI urbanization therefore represents a critical 
window for cities to diagnose vulnerabilities, build governance capacity, and embed ethical 
safeguards into the foundations of future AI-enabled urban development. 

More broadly, the framework offers a governance lens through which cities can evaluate whether 
AI deployment aligns with democratic values, social equity, public accountability, and long-term 
urban resilience. Rather than treating ethics as a downstream compliance exercise, cities should 
integrate ethical evaluation into the planning, design, procurement, deployment, and governance of 
AI-enabled urban systems from the outset. 

Future research should focus on operationalizing and validating the Ethical AI City Framework 
through multiple empirical pathways. One promising direction is to apply the framework to a single 
AI-enabled city and systematically evaluate how the six pillars manifest in practice across governance, 
public services, mobility, data management, and urban development. Such a case study would 
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provide empirical validation and refinement of the framework while generating practical governance 
insights for AI-enabled cities. 

As AI becomes increasingly embedded in urban systems, planners, urban designers, policymakers, 
and technology providers must play a more active role in shaping how AI is deployed, governed, and 
spatially integrated into cities. Ultimately, responsible AI should be regarded not as a supplementary 
consideration but as a prerequisite for sustainable, democratic, and human-centered urban 
development. 
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